Abstract--The effective integration of distributed energy resources in distribution networks demands powerful simulation and test methods in order to determine both system and component behaviour, and understand their interaction. Unexpected disconnection of a significant volume of distributed generation (DG) could have potentially serious consequences for the wider power system, and this means DG sources can no longer be treated as purely negative load. This paper proposes a method of testing loss-of-mains (LOM) detection and protection schemes for distributed energy resources (DER) using realtime power hardware-in-the-loop (RT PHIL). The approach involves connecting the generator and interface under test (e.g. motor-generator set or inverter, controlled by an RTSReal Time Station) to a real-time simulator (in this case an RTDS -Real Time Digital Simulator) which simulates the local loads and upstream power system. This arrangement allows observation of the interaction with other controls in the network beyond the local microgrid area.
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I. INTRODUCTION
Significant international attention has been given to setting targets to reduce global greenhouse gases (GHG) emissions by 30% by year 2020, and 60-80% by 2050 in respect to 1990 level [1] . The EU countries on their own have made an independent commitment to cut the EU emissions to at least 20% by 2020 [1] . In parallel to the EU, the UK government has set mid and long-term national targets to cut GHG emissions by 26% by 2020 and up to 80% by 2050 compared to 1990 levels (European Communities, 2009 ). To meet these targets the EU and other developed countries have set a demanding target to provide a considerable amount of their electricity generation from renewable and highly efficient energy sources, and implement energy saving measures [1] .
II. DRIVERS FOR CHANGE
The adoption of large amounts of local generation such as microgeneration driven by renewable and low carbon energy resources is expected to have the potential to combat climate change, and reduce the losses associated with producing and delivering electricity. Using the UK long term target as an example, a study commissioned by the Department of Trade and Industry (DTI) of the UK and carried out by the Energy Saving Trust has suggested that 30-40% of the UK's electricity demands should be met through microgeneration technologies connected to distribution networks by 2050 to meet the UK's 2050 target [2] , though a new strategy is currently out for consultation.
It is a requirement for all distributed energy resources (DER) to meet certain network standards for connection to the public utility grid. Currently these standards do not include requirements for providing power system services (also known as ancillary services) to the same level as large generators do. With the proposal that 30-40% of electricity demand in the UK must be met from distributed resources then it is expected that these smaller (individual) resources must contribute to power system services in the future.
In addition to the tariffs and simplified licensing certificates for microgeneration implementation [3] [4] [5] , the introduction of the European standard EN50438 [6] , which specifies the technical requirements for the connection of microgeneration in parallel with public low-voltage distribution networks, and the engineering recommendation document G83/1 [7] in the UK for small sources connection. All these developments have assisted in creating a market for microgeneration and stimulated the increase of microgeneration connection to public grids.
Methodology for testing loss of mains detection algorithms for microgrids and distributed generation using real-time power hardware-inthe-loop based technique Both definitions require that the microgrid can operate either connected or islanded from the main power grid. The detection of the change from interconnected to islanded is very important as this will change the control and stability of the microgrid enabled system. This is because in the interconnected mode the main grid sets the system frequency, performs voltage control and balances the power of the system (real and reactive), whereas in the islanded state the microgrid must determine its own frequency and set the voltages as well as balance the real and reactive power flows. Currently the UK Distribution Code [10] does not allow the formation of power islands on the UK mainland. The only licensed DNO area with an islanded system is SSE Power Distribution's northern Scotland region with the Shetland Islands [11] completely isolated from any mainland connections. Other power islands exist in the UK such as the Isle of Eigg [12] , however they are not subject to the Distribution Code as they have too few customers.
IV. LOSS OF MAINS PROTECTION
The detection of loss of mains or anti-islanding protection function is required by all generators and is especially relevant to small distributed generators as these generators are unlikely to have remote operator control. Loss of mains protection detects the disconnection of the generator's feeder from the main national grid supply and then disconnects the generator from the feeder. A loss of supply could occur for a number of reasons including scheduled local maintenance, circuit breaker malfunction, protection maloperation or other single or three phase fault. When the local system enters an emergency state then the distributed generator must disconnect else a power island could be created. If the local generator(s) cannot support the local load then it will very quickly disconnect due to under-frequency protection; however if the load is closely matched to the output of the generator then it becomes far more challenging to detect the loss of mains/ supply.
In this situation a number of techniques have been proposed for detecting the loss of supply [13] . These are
• detection principle based on rate of change of power [14] ; • voltage magnitude variation method [15] ;
• method based on the elliptical trajectory technique [16] ; • methods based on the introduction of small disturbance signal into a generator's automatic voltage regulator and active AC power filter [17] ; • various methods based on the rate-of-change of frequency (ROCOF) [16, 18] ; • method based on the analysis of the frequency of oscillation and damping factor [19] ; • method based on the measurements of system impedance [20] ; • method based on the rate of change of voltage and the change of power factor [21] .
In the UK only ROCOF and vector shift have been successfully deployed even with their drawbacks [22] . The test procedure for the UK standard for LOM protection for devices connected at 11kV and 33kV (distribution level) can be found in ETR 139 [23] . In the United States of America, IEEE 1547 "Standard for interconnecting distributed resources with electric power systems" [24] defines the technical requirements for a small generator to be interconnected with the main grid. These include a requirement to disconnect the generator should a loss of mains at the point of common coupling (PCC) be detected. The testing of islanding/ loss of mains detection is specified in IEEE 1547. 1-2005 [25] .
A. Overview of UK ETR 139 LOM test procedure
Engineering Technical Recommendation 139 proposes a set of test procedures to test the Loss of Mains (LOM) protection systems of distributed generation connected to the 11kV and 33kV distribution networks. This set of procedures uses a mixture of actual, existing networks along with fictitious, generic ones to represent as many types of possible distribution network configurations present in the GB Grid. Some of these networks come from the UK Generic Distribution System (UKGDS) repository [26] . The procedure has two main criteria for system acceptance, sensitivity and stability. The sensitivity tests consider the detection of purely loss of mains faults with different levels of local load/ generation imbalances; the stability tests consider the action of the protection algorithm under faults that are not LOM and thus the relay should generally remain stable. However, for some conditions, for example a fault with 50% retained voltage (ph-e, ph-ph, 3-ph) it is acceptable for the LOM relay to trip in the presence of a 3-phase fault but not for the other types. The usefulness of this test procedure is that it can be used to test all types of LOM algorithms with no changes. The methodology described in [27] can -be used to create test procedures for jurisdictions other than the United Kingdom. Fig. 1 below. The circuit is set-up as above and the simulated Electrical Power System (EPS) configured to produce nominal balanced three phase power (±2% V nom , ±0.1Hz of f nom ). An EPS could be any sort of variable power source that can be configured to produce more power than the equipment under test. This function could be performed by a 4-wire inverter or a synchronous generator whose output depends on the results of a simulation or recorded network conditions. The Equipment Under Test (EUT) in this test set-up would be the generator and secondary equipment (i.e. protection and control devices). In the case of an inverter coupled source the power into it could be provided by a DC source, for a synchronous machine a motor could be coupled. For the test itself the EUT is initially set to 0% output then it is increased to 100% of maximum real and reactive power output. The load circuit is then adjusted until the quality factor, Q f , defined in the appendix is equal to 1±0.05. At this point switch 1 is opened and the system is islanded. The time for the EUT to disconnect after S1 is opened is recorded.
B. Overview of IEEE 1547 LOM test procedure
IEEE 1547.1-2005 section 5.7 defines the test procedure to confirm the conformance of the loss of mains protection system. The circuit used for this test is shown in
V. REAL-TIME POWER HARDWARE IN THE LOOP
A method, for simulating transients especially, is realtime digital simulation. This method allows the user to create a network and place faults on it in real-time. The major benefit of this type of simulation is that the system can be coupled to real hardware for example protection and control equipment. This means that events occurring in the simulation can have a direct effect on the hardware. This is known as hardware-in-the-loop digital simulation.
Hardware-in-the-loop (HIL) digital simulation for the testing of power equipment has increased in popularity over recent years. A key enabler of this is the availability of computing power necessary to simulate power systems in real time, with the fidelity required to simulate transient phenomena in power systems. Traditionally, HIL simulation has been used for the testing of secondary power equipment such as protection relays and controllers for machines and converters [28] [29] [30] [31] [32] [33] [34] ).
A key aspiration, however, is to couple entire electrical networks in hardware to digital models of other electrical networks running in real time. The hardware network might contain many generators, loads, cables, transmission lines, and transformers. The simulated network might be even more complex or might be a very simple network such as an infinite bus or a large single generator. The construction of such a system allows sections of power systems to be constructed in hardware and coupled to simulations of larger power networks which cannot be implemented in hardware due to constraints of time, cost, and space. The results from experiments performed on such a system have high credibility due to the use of actual hardware and control systems wherever possible. For example, the works of [28, [35] [36] [37] could be further verified by installing the proposed hardware (several photovoltaic inverters with controllers, diesel generators and/or battery storage, loads, etc.) in the laboratory at the multikilowatt scale and coupling them to a simulation of the distribution grid at a suitable point of common coupling. The proposed hardware network can then be subjected to simulations of grid perturbations, faults, etc., and the desired response is verified. Such a step represents a sensible final test of a prototype power system before deployment in the real world.
Achieving such a goal requires a specialized interface to "transfer" power and maintain the conservation of energy between the simulated network and the hardware network. This interface must emulate the simulated model at the point where the hardware is connected. Generally, a controllable power supply is needed where the current and voltage output can be set. This is known as power HIL (PHIL) simulation.
The University of Strathclyde has developed such a facility based around a Real-Time Digital Simulator (RTDS) from RTDS Inc. and an 80kVA motor-generator set with the associated controls implemented on an ADI Real-Time Station. This set-up is shown in Figure 2 below.
VI. PROPOSED METHODOLOGY
It is the proposal of this paper that the testing of the loss of mains protection of a live and connected distributed energy device can be tested using a RT-PHIL technique. This is in contrast to that proposed [27] where only the performance of the relay is tested and the generator is simulated in real-time. The proposed methodology will benefit from using the proposed test scheme in [27] however a first test for the system could be to use that found in IEEE 1547.1.
RT-PHIL testing approach is particularly relevant when LOM protection is to operate in multi generator environment with mixture of different generating technologies (i.e. inverter based) which would be very difficult to represent realistically in simuation.
Below is shown the power hardware-in-the-loop set-up within the University of Strathclyde's Institute for Energy and Environment. The above system is explained in detail in [38] however it is the belief of the authors that this system can be used to test loss of mains functionality of an LV connected generator, up to approximately 15kVA. This could be, for example, a CHP unit or a wind turbine inverter connected to a DC source with recorded wind data to run through the scenario. The benefit of this set-up is that a range of fault conditions can be examined in a much shorter time frame than would be the case if the system was connected to the live main grid. This is because the local grid conditions cannot be known in any great detail due to the uncertainty in loads, equipment age, and generation mix. Further there may be no faults or not all the faults required to be tested at the installed location. Therefore the use of a controllable, flexible and representative power network is desirable. The system above fulfills these requirements as it is possible to adjust the frequency and voltage of the real power system in real-time in response to changes in the simulated network. The changes in the real network are also reflected into the simulated network (i.e. the loop is closed.) The high-level real-time model is shown in Fig  3. The test cases provided in the UK loss of mains recommended test scheme [23] could be used to demonstrate this testing technique and it would be possible to compare the results of standard injection testing technique [27] with the RT-PHIL procedure.
The IEEE 1547.1 test for LOM set-up using PHIL is shown in Fig 3. In this set-up the RLC circuit and EPS are modeled in real-time on the digital simulator and the output into the physical network is made by the motorgenerator set. This set can absorb up to 20kW of power and so is capable of performing the imbalance tests for the small systems discussed in this paper. The system will be set-up in the normal operation mode then the RLC circuit will be set to balance the physical generator precisely (within 1%) and then the remote generation in the simulation will be disconnected. The time for the generator to be disconnected is recorded and compared to the acceptable trip times. 
VII. CONCLUSIONS
This proposed method for applying the LOM tests of ETR 139 (applied to LV networks in the first case) and IEEE 1547 represent the future for power system component testing in the face of more complicated network topologies with larger levels of interconnection. Suitable methods of assessing the impact of increased complexity will be required.
The benefit of this method is to allow the full system testing of an embedded generator (s) connected to a live electrical network in which a variety of remote faults and disconnection scenarios can be run through in real-time.
This paper has described a viable alternative methodology for the testing of the loss of mains protection function of a small embedded generator. This proposed methodology should be considered in light of changes to electrical networks world-wide with increasing distributed generation and more complex networks. In this projected future simple injection style tests of embedded generator protection systems may not be sufficient to type approve the systems. This paper has proposed a methodology for a hybrid simulation/ hardware technique for testing loss of mains protection systems connected to small embedded generators. The demonstration of this methodology on the laboratory infrastructure available at the University of Strathclyde is the next step in making this a viable alternative to current relay testing practice. This methodology could also be extended to test other protection functions such as under/ over voltage protection with suitable simulations. Where Q f is the quality factor of the parallel (RLC) resonant load, R is the effective load resistance ( ), C is the effective load capacitance (F), L is the effective load inductance (H), P qL is the reactive power per phase consumed by the inductive load component (VAR), P qC is the reactive power per phase consumed by the capacitive load component (VAR), P is the real output power per phase of the EUT (W) and f is the system frequency.
The inductance L and capacitance C can be calculated with the following formulae. Where V is the nominal across each phase of the RLC load (V).
